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John W Spink, Ph.D.Director, Food Fraud Prevention AcademyAlso: Assistant Professor, Department of Supply Chain Management, Business College, Michigan State University (USA)

Food Fraud Prevention 
Priority Setting to Reduce the 

Overall Fraud Opportunity

*

Version 1
Food Fraud Network 

Norway
Thursday, March 14, 2024 (Virtual)

Resources: 
Food Fraud Prevention Think Tank

Textbook: Food Fraud Prevention (Spink, 2019)

Massive Open Online Course (MOOC – free, open, online)
 With a ‘certificate of completion’ based on assessments
 On-demand, ten professional training hours
1. Food Fraud Prevention Overview MOOC 
2. Food Fraud Prevention Audit Guide MOOC 
3. Food Defense Threat Audit Guide MOOC
4. Food Fraud Vulnerability Assessment & Prevention Strategy (VACCP)
5. Developing an Organic Fraud Prevention Plan (with OTA)
6. Food Fraud & Enterprise Risk Management (ERM)
7. Food Fraud Supply Chain Management & Procurement
8. Food Fraud – Advanced Criminology (for INTERPOL/ Europol)
Also:
1. USDA NOP – Organic Fraud and the Criminal Mind (See USDA.gov)
2. USDA NOP – Preventing Organic Product Fraud (See USDA.gov)

MoocLiveLive, interactive webinar versions of the on-demand courses:
Webinar B: Supply Chain Management MOOC and Audit Guide MOOC –
March 18, 29, 25, & 27 (9-11 am)

Reports, Primer Documents, Scholarly Works, Videos and Training

Research

EducationOutreach

Link to Textbook:
http://www.anrdoezrs.net/link
s/9101220/type/dlg/https://w
ww.springer.com/us/book/978
1493996193
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The Goal of a Food Fraud Prevention Strategy
The goal is not to catch food fraud but to prevent it 

from occurring:
first, by considering all potential fraud acts and, 

second, by reducing overall vulnerability or system 
weaknesses.

Food fraud is an enterprise-risk.

A bottom-up approach – to assessment and 
management – often misses the strategic, black swan 

events that are the biggest problems.
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The Science and Sciences of Food Fraud Prevention
Decision 
Sciences BusinessEnterprise Risk 

Management
Supply Chain 
Management

Journalism

Public PolicyStandards & 
Certification

Criminology

Social 
Science

Intelligence 
Analysis

Food Safety
Food

Food 
Authenticity

The 
Goal

Standard Operating Procedures
All activities focusing on prevention
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Trends: Chronology
 2004-2007: Sudan Red, Melamine
 2013-2017: Horsemeat incident and GFSI examination
 2018: New FFP compliance requirements (“just get started”)
 2020: Year two, process improvement and audit maturity
 2020: COVID = assurance of supply, etc.
 2022: Inflation, Ukraine-Russia, etc.
 2024: CINNAMON…
 Future: Increased focus on Supply Chain Disruptions and related risks

 Expanded focus on reducing uncertainty.
 Enterprise Risk Management/ COSO into the front-line operations.
 Quickly adding new suppliers and sources
 Quickly changing recipes
 New risks but the same vulnerabilities (Incidents from fraudsters).
 The same basic procedures apply (Root causes of vulnerabilities).
 It’s time to get more formal with policies and a holistic approach.
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Trends: Focus on the Supply Chains
 Different parts of the supply chain

 Raw materials
 Incoming goods
 Manufacturing
 Outgoing goods
 Finished Goods
 Retail Sales

 Different markets
 Authorized/ Formal
 Informal
 Illegal/ Illicit Trade

 By joining these two ideas, we have a clearer focus area:
 Genuine product in Genuine Markets
 Illegal products slipping into Genuine Markets
 Genuine product diverting to illegal markets
 Illegal products in illegal markets
 Illicit products in illicit 

markets
 Fraudulent Illegal products in illegal markets (counterfeit Xanax with fentanyl.
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1. Inbound 2. Manufacturing
[HACCP]

Markets

(v) Illegal
/ Illicit

(v) Illegal
/ Illicit

(iv) Informal(iv) Informal

(iii) Secondary(iii) Secondary

(ii) Primary(ii) Primary
3. Finished

4. Contract Manufacturing or Services
& Technology Transfer or Licensing

5. Outside Supply Chain – Parallel Trade Wholesaler  
& IPR Counterfeiters

6. Return/ Reclaimed/ Re-work/ Waste

(i) Authorized(i) Authorized

More Detail: Food Supply  Chain Vulnerability Mapping 
(WTO, by Spink, Under Review)
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Food Fraud Suspicious Activity Report 
Method (FFSAR)

https://bit.ly/3ThKXE3
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Overview
 Standardize the food fraud suspicious activity report method…

 For you
 For those who are investigating
 For those who are reporting

 Exaggeration or catastrophizing may get public attention but can be considered deceitful when the details are reviewed.
 “Unfit for consumption” statement that was based on the opinion that low-quality products should not be consumed.
 It “smelled terrible” and had an “unpleasant smell” – this is not a clear violation of anything buy your own nose.
 Claim of “illegal” when there is no label claim.
 Claim “This must be criminal” when it is actually not a violation of a criminal statute… and often not even technically illegal.
 A ‘rumor’ is not necessarily a food fraud act… but it might be.

 Create a common and standardized basic form.
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Discussion Example: Overview of the FFSARResearch Call to Action
 Developed because of an increasing number of reported false alarms
 Indicated a need for standardized investigation methods and processes. 
 The target user includes: journalists, regulators, public relations professionals, criminal investigators, criminal intelligence analysts, food authorities, and other researchers. 
 The FFSAR can be used for organizing information before conducting a criminal intelligence analysis or Hot Spot analysis.

 Incidents (Non-incidents)
 Aloe Vera not 100%
 Gingko/ Echinacea w/ Low DNA
 Dangerous Levels of Arsenic in Apple Juice 
 Chicken Mislabeled that was 50% Soy
 Wood Chips as Filler in Shredded Parmesan Cheese
 <NEW> EU Thresholds for Anti-oxidants in Tuna

Refence: Spink, 2022 Under review
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Food Fraud Incident Template
 A ‘rumor’ is not necessarily a food 

fraud act… but it might be.
 If you apply the wrong 

investigation methods, you may 
get an incorrect conclusion.

 This is a fill-in-the-blanks survey questionnaire.

Copyright permission granted if the use is properly cited: Spink, J, Evans, B 
(Australia), and Freedman, E (MSU Journalism), (Under Review). Introducing the Food 
Fraud Suspicious Activity Report (FFSAR) Method, [Submitted October 2017]

Details next…

Most people don’t have 
all the details!

That’s the point.
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New Information –Where to apply on the cycle?
 Where on the Criminal Intelligence Cycle (adapted from (UNODC and Crime 2011) – to jumpstart the “Collection” step.

Tasking

Collection

Evaluation

CollationAnalysis

Inference 
Development

nt

Dissemintation
FFSAR
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Food Fraud Incident Template: Major Categories in the SurveyThe major categories were expanded after considering what information (or lack of) led to incorrect food fraud claims.
 Food Fraud Suspicious Activity Report Method (FFSAR) Incident Assessment Questionnaire (Spink, 2022 Under Review)
1. Suspicious Activity - Define the details
2. Raw materials – are critical raw materials used in the finished product authentic? 
3. Supplier – provide insight about the supplier and supply chain
4. Processing - Would processing alter any of the critical raw materials where when tested for presence of may not be detectable (e.g., denaturation, masking, etc.)
5. Formulation – Would other raw materials interfere with the critical raw materials where when tested for presence of may not be detectable?
6. Tampering – test sample or retail package: Could a consumer or competitor intentionally adulterate the product to make it fraudulent? Has the package been tested or analyzed for tampering or modification?
7. Authenticity Testing – Has the correct method to confirm presence of the critical ingredient been selected and performed by a qualified laboratory? Is there an accepted method to test for the presence of the critical ingredient? Was a “validated method” followed including a standardized sampling plan?  

Refence: Spink, 2022 Under review
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Call to Action
Review a standardized food fraud suspicious activity reporting method
FFSAR?
How to proceed?

https://bit.ly/3ThKXE3
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Call to Action
• Keep watching for new food fraud incidents
• Conduct a gap analysis/ process check of your strategy
• Use a standardized investigation survey
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DiscussionJohn Spink, PhD
Twitter: Food Fraud and #FoodFraudwww.FoodFraudPrevention.com

MOOC programs: www.FoodFraudMOOC.com
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